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UNITED STATES BANKRUPTCY COURT 

NORTHERN DISTRICT OF CALIFORNIA 

OAKLAND DIVISION 

 

PLEASE TAKE NOTICE Berkeley Research Group, LLC (“BRG”), the Financial 

Advisor for the Official Committee of Unsecured Creditors in the above-captioned chapter 11 

case (the “Case”) submits as Exhibit A the attached letter (the “Incident Letter”) regarding a 

cybersecurity incident (the “Incident”).   

PLEASE TAKE FURTHER NOTICE that, as set forth in the Incident Letter, on March 

2, 2025, BRG detected suspicious activity in its network and subsequently determined specific 

BUCHALTER 
A Professional Corporation 
VALERIE BANTNER PEO (SBN 260430) 
425 Market Street, Suite 2900 
San Francisco, CA  94105-3493 
Telephone: 415.227.0900 
Email:  vbantnerpeo@buchalter.com 
 
PROSKAUER ROSE LLP 
Timothy Karcher, Esq. (pro hac vice pending) 
Nolan Goldberg, Esq. 
Eleven Times Square 
New York, NY 10036 
Telephone: (212) 969-3000 
Email: tkarcher@proskauer.com 
Email:  ngoldberg@proskauer.com 
 
Paul Possinger, Esq. (pro hac vice pending) 
70 West Madison, Suite 3800 
Chicago, IL 60602-4342 
Telephone: (312) 962-3550 
Email: ppossinger@proskauer.com  
 
Attorneys for 
Berkeley Research Group, LLC  

 

    In re: 

THE ROMAN CATHOLIC BISHOP OF 
OAKLAND, a California corporation sole, 

Debtor. 

  Case No. 23-40523 

Chapter 11 

NOTICE OF DATA SECURITY 
INCIDENT 

Judge: Hon. William J. Lafferty 

    

Case: 23-40523    Doc# 1933    Filed: 04/29/25    Entered: 04/29/25 14:57:26    Page 1 of
24

¨2¤B%79$=     (P«

2340523250429000000000008

Docket #1933  Date Filed: 04/29/2025



1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28
BUCHALTER 

A PR O F E S S I ON A L  C OR P OR A T IO N 

S A N  FR AN C IS C O 

 

 
 

BRG internal systems were impacted by ransomware.  The Incident, along with containment steps 

taken by BRG and its advisors, are described in the Incident Letter and attached FAQs.    

PLEASE TAKE FURTHER NOTICE that, since discovery of the Incident, BRG has 

commenced a thorough investigation, which remains ongoing and will require additional time to 

complete.  BRG has determined, however, that data associated with this case may have been 

exfiltrated by the threat actor responsible for the Incident.  After careful consideration, and with a 

primary focus on protecting the subjects of any implicated data, BRG reached a settlement with 

the threat actor, through which the threat actor provided a statement that the data was deleted and 

would not be distributed.  To date, BRG has not detected any evidence of the distribution of any 

implicated materials.  

Please refer to the Incident Letter and the annexed FAQs for additional information. All 

inquiries regarding the Incident should be addressed to: DataAnalysisInquiries@thinkbrg.com 

 
 

 
  

Dated:  April 29, 2025 BUCHALTER, A Professional Corporation 
 
By: /s/ Valerie Bantner Peo  

Valerie Bantner Peo, Esq. 
 
PROSKAUER ROSE LLP 
Timothy Karcher, Esq. (pro hac vice pending)
Nolan Goldberg, Esq. 
Paul Possinger, Esq. (pro hac vice pending) 
 
Attorneys for 
Berkeley Research Group, LLC 
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CERTIFICATE OF SERVICE 
 

I am employed in the County of San Francisco, State of California.  I am over the age of 

18 and not a party to the within action.  My business address is at BUCHALTER, A Professional 

Corporation, 425 Market Street, Suite 2900, San Francisco, CA 94105. 

On the date set forth below, I served the foregoing document described as: 

 
� NOTICE OF DATA SECURITY INCIDENT 

on all other parties and/or their attorney(s) of record to this action as follows:  

TO BE SERVED BY THE COURT VIA NOTICE OF ELECTRONIC FILING:  The 

foregoing documents will be served by the court via email and hyperlink to the document. On 

April 29, 2025, I checked the CM/ECF docket for this United States Northern District of 

California case and determined that the persons listed below are on the Electronic Mail Notice 

List to receive email notice/service for this case at the email addresses stated below. 

�     Gabrielle L. Albert     galbert@kbkllp.com 
�     Jesse Bair     jbair@burnsbair.com, kdempski@burnsbair.com 
�     Hagop T. Bedoyan     hagop.bedoyan@mccormickbarstow.com, ecf@kleinlaw.com 
�     Lynda Bennett     lbennett@lowenstein.com 
�     Jason Blanchard     jason.blanchard@nortonrosefulbright.com 
�     Jason Blumberg     jason.blumberg@usdoj.gov, ustpregion17.sf.ecf@usdoj.gov 
�     Joseph M. Breall     jmbreall@breallaw.com 
�     John Bucheit     jbucheit@phrd.com 
�     Timothy W. Burns     tburns@burnsbair.com, kdempski@burnsbair.com 
�     George Calhoun     george@ifrahlaw.com 
�     Thomas F. Carlucci     tcarlucci@foley.com, tom-carlucci-4065@ecf.pacerpro.com 
�     Michael David Compean     mcompean@blackcompeanhall.com 
�     Blaise S Curet     bcuret@spcclaw.com 
�     Jared A. Day     jared.a.day@usdoj.gov 
�     Jillian Dennehy     jillian.dennehy@kennedyslaw.com 
�     Luke N. Eaton     lukeeaton@cozen.com, monugiac@pepperlaw.com 
�     Timothy W. Evanston     tevanston@skarzynski.com 
�     Trevor Ross Fehr     trevor.fehr@usdoj.gov 
�     Michael Finnegan     mike@andersonadvocates.com 
�     Nicole M. Fulfree     nfulfree@lowenstein.com 
�     Robert David Gallo     dgallo@phrd.com 
�     Evan Gershbein     ECFpleadings@kccllc.com 
�     Geoffrey Goodman     ggoodman@foley.com 
�     John Grossbart     john.grossbart@dentons.com, docket.general.lit.chi@dentons.com 
�     Marta M. Guzman     martamguzman@yahoo.com 
�     Adam P. Haberkorn     ahaberkorn@omm.com, adam-haberkorn-

2269@ecf.pacerpro.com 
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�     Joshua K Haevernick     joshua.haevernick@dentons.com 
�     Robert G. Harris     rob@bindermalter.com, RobertW@BinderMalter.com 
�     Deanna K. Hazelton     deanna.k.hazelton@usdoj.gov 
�     Clayton Hinrichs     clayton@andersonadvocates.com 
�     Todd C. Jacobs     tjacobs@phrd.com 
�     Emma L. Jones     epersson@omm.com, emma-persson-2606@ecf.pacerpro.com 
�     Jeff D. Kahane     jkahane@skarzynski.com 
�     Michael A. Kaplan     mkaplan@lowenstein.com 
�     Tobias S. Keller     tkeller@kbkllp.com 
�     Jane Kim     jkim@kbkllp.com 
�     David M Klauder     dklauder@bk-legal.com 
�     Amy Klie     aklie@nicolaidesllp.com 
�     Matt Lee     mdlee@foley.com, matt-lee-6371@ecf.pacerpro.com 
�     Alison Valerie Lippa     alippa@nicolaidesllp.com, chash@nicolaidesllp.com 
�     Betty Luu     bluu@duanemorris.com 
�     Lauren M. Macksoud     lauren.macksoud@dentons.com 
�     Ryan E. Manns     ryan.manns@nortonrosefulbright.com 
�     Patrick Maxcy     patrick.maxcy@dentons.com, docket.general.lit.chi@dentons.com 
�     Elizabeth Price Mazzocco     emazzocco@foley.com 
�     Andrew Mina     amina@duanemorris.com 
�     Mark Moore     mmoore@foley.com, mark-moore-8735@ecf.pacerpro.com 
�     Shane J. Moses     smoses@foley.com, shane-moses-1023@ecf.pacerpro.com 
�     M. Keith Moskowitz     keith.moskowitz@dentons.com 
�     Cristina J Nolan     cnolan@manlystewart.com 
�     Office of the U.S. Trustee/Oak     USTPRegion17.OA.ECF@usdoj.gov 
�     Mark D. Plevin     mplevin@plevinturner.com, mark-plevin-crowell-moring-

8073@ecf.pacerpro.com 
�     Gregory S. Powell     greg.powell@usdoj.gov, Tina.L.Spyksma@usdoj.gov 
�     Jeffrey D. Prol     jprol@lowenstein.com, courtmail@lowenstein.com 
�     Dennis Craig Reich     dreich@reichandbinstock.com 
�     Nathan W. Reinhardt     nreinhardt@skarzynski.com 
�     Colleen Restel     crestel@lowenstein.com 
�     Eileen Ridley     eridley@foley.com, eileen-ridley-0070@ecf.pacerpro.com 
�     Karen Rinehart     krinehart@omm.com, karen-rinehart-3320@ecf.pacerpro.com 
�     Matthew Roberts     mroberts@phrd.com 
�     Kristian Spencer Roggendorf     kristian@zalkin.com 
�     Tancred Schiavoni     tschiavoni@omm.com 
�     Jullian Sekona     jsekona@kbkllp.com 
�     Phillip John Shine     phillip.shine@usdoj.gov 
�     Christopher S. Sontchi     szymanski@sontchillc.com 
�     Jennifer Stein     jennifer@andersonadvocates.com 
�     Joshua Sternberg     js@sternberglawgroup.com, 

SternbergJR96851@notify.bestcase.com 
�     Devin Miles Storey     dms@zalkin.com 
�     Catalina Sugayan     catalina.sugayan@clydeco.us, Nancy.Lima@clydeco.us 
�     Edward J. Tredinnick     etredinnick@foxrothschild.com 
�     Ann Marie Uetz     auetz@foley.com, ann-marie-uetz-6719@ecf.pacerpro.com 
�     Travis Richard Wall     travis.wall@kennedyslaw.com, alice.probst@kennedyslaw.com 
�     Brent Weisenberg     bweisenberg@lowenstein.com 
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�     Matthew Michael Weiss     mweiss@phrd.com 
�     Harris Winsberg     hwinsberg@phrd.com 
�     Rebecca J. Winthrop     rebecca.winthrop@nortonrosefulbright.com, 

evette.rodriguez@nortonrosefulbright.com 
�     Alexandra J. Wolter     awolter@omm.com 
�     Yongli Yang     yongli.yang@clydeco.us 

� BY MAIL    I am readily familiar with the business' practice for collection and processing 

of correspondence for mailing with the United States Postal Service. The address(es) shown 

below is(are) the same as shown on the envelope.  The envelope was placed for deposit in the 

United States Postal Service at Buchalter in San Francisco, California on April 29, 2025.  The 

envelope was sealed and placed for collection and mailing with first-class prepaid postage on this 

date following ordinary business practices. 

SEE ATTACHED MAILING LIST 

� I declare under penalty of perjury under the laws of the State of California that the 

foregoing is true and correct to the best of my knowledge.  Executed on April 29, 2025, at San 

Francisco, California. 

� I declare that I am employed in the office of a member of the bar of this court at whose 

direction the service was made.  Executed on April 29, 2025, at San Francisco, California. 

Hallina Pohyar 
 

/s/ Hallina Pohyar 
(Signature) 
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MAILING LIST 

ALBERTSONS/SAFEWAY 
P.O. BOX 742918  
LOS ANGELES, CA 90074-2918 
 
AMERICAN EXPRESS 
P.O. BOX 60189  
CITY OF INDUSTRY, CA 91716-0189 
 
ANIMAL DAMAGE MANAGEMENT 
16170 VINEYARD BLVD. #150  
MORGAN HILL, CA 95037 
 
ARTHUR J. GALLAGHER & CO. 
INSURANCE BROKERS OF CALIFORNIA, 
INC. 
595 MARKET STREET SUITE 2100  
SAN FRANCISO, CA 94105 
 
AT&T 
ONE AT&T WAY  
BEDMINSTER, NJ 07921 
 
Alvarez & Marsal & North America, LLC 
600 Madison Ave., 8th Fl  
New York, NY 10022 
 
BEACON POINTE ADVISORS, LLC 
610 NEWPORT CENTER DRIVE STE 750  
NEWPORT BEACH, CA 92660 
 
BEEZWAX DATATOOLS, INC. 
200 FRANK H. OGAWA PLAZA, 7TH FL.  
OAKLAND, CA 94612 
 
Matthew K. Babcock 
Berkely Research Group, LLC 
201 South Main Street Suite 450  
Salt Lake City, UT 84111 
 
Bishop Michael J. Barber 
2121 Harrison St. Suite 100  
Oakland, CA 94612 
 
Jeffrey Cohen 
Lowenstein Sandler LLP 
One Lowenstein Drive  
Roseland, NJ 07068 

Blackbaud, Inc. 
65 Fairchild St.  
Charleston, SC 29492 
 
Jason I. Blanchard 
Norton Rose Fulbright US LLP 
2200 Ross Ave, Ste. 3600  
Dallas, TX 75201-7932 
 
Jeffrey Blease 
Foley & Lardner LLP 
555 California Street , Suite 1700 
San Francisco, CA 94104-1520 
 
CALLAWAY SECURITY 
P.O. BOX 8249  
PITTSBURG, CA 94565 
 
CHASE CARDMEMBER SERVICE 
P.O. BOX 6294  
CAROL STREAM, IL 60197-6294 
 
CINTAS FIRE PROTECTION 
CINTAS FIRE 636525  
P.O. BOX 636525 
CINCINNATI, OH 45263-6525 
 
CITIBANK 
P.O. BOX 6214  
CAROL STREAM, IL 60197-6214 
 
Clinton E. Cameron 
Clyde & Co US LLP 
30 S Wacker Dr Suite 2600  
Chicago, IL 60606 
 
Thomas F. Carlucci 
Foley & Lardner LLP 
555 California Street , Suite 1700 
San Francisco, CA 94104-1520 
 
Lisa Horn Chainey 
5866 McBryde Ave  
Richmond, CA 94805 
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Hilco Real Estate, LLC 
5 Revere Drive, Suite 410  
Northbrook, IL 60062 
 
Robin D. Craig 
CRAIG & WINKELMAN LLP 
2001 Addison Street, Suite 300  
Berkeley, CA 94704 
 
EVERFI, INC 
P.O. BOX 200034  
PITTSBURGH, PA 15251-0034 
 
Employment Development Department 
Bankruptcy Group MIC 92E  
PO Box 826880 
Sacramento, CA 94280-0001 
 
FAITH CATHOLIC 
1500 EAST SAGINAW STREET  
LANSING, MI 48906 
 
Robert Fernandez 
Thomson Reuters Court Express 
1333 H St NW # 700E  
Washington DC, 20005 
 
GALLAGHER BASSETT SERVICES, INC. 
ATTN: LEGAL DEPARTMENT  
2850 GOLF ROAD 
ROLLING MEADOWS, IL 60008-4050 
 
HOME DEPOT CREDIT SERVICES 
DEPT. 32-2142597800  
P.O. BOX 9001030 
LOUISVILLE, KY 20850-4045 
 
Jordan A. Hess 
Crowell & Moring LLP 
1001 Pennsylvania Ave., N.W.  
Washington, DC 20004 
MERCY RETIREMENT & CARE CENTER 
3431 FOOTHILL BOULEVARD  
OAKLAND, CA 94601 
 
MOREAU CATHOLIC HIGH SCHOOL 
27170 MISSION BOULEVARD  
HAYWARD, CA 94544 
 

INSTITUTIONAL SHAREHOLDER 
SERVICES INC. 
702 KING FARM BLVD SUITE 400  
ROCKVILLE, MD 20850-4045 
 
Jeffrey Jackson 
627 Crane Ave.  
Foster City, CA 94404-1310 
 
Eric Jesse 
Lowenstein Sandler LLP 
One Lowenstein Drive  
Roseland, NJ 07068 
 
David Klein 
Lee & Associates 
242 California St.  
San Francisco, CA 94111 
 
Jeffrey Krivis 
Mediation Office of Jeffrey Krivis 
16501 Ventura Blvd #400  
Encino, CA 94136 
 
Kurtzman Carson Consultants LLC 
222 N. Pacific Coast Highway, 3rd. Floor  
El Segundo, CA 90245 
 
Kurtzman Carson Consultants, LLC dba 
Verita Global 
222 N. Pacific Coast Highway, Suite 300 
El Segundo, CA 90245 
 
Valerie Letko 
321 N. Clark St. #900  
Chicago, IL 60610 
 
Suizi Lin, Esq 
6589 Bellhurst Lane  
Castro Valley, CA 94552 
 
Elizabeth Otis 
2089 Meppen Dr  
Idaho Falls, ID 83401 
 
PARISH DATA SYSTEM/ACS 
TECNOLOGIES 
P.O. BOX 202010  
FLORENCE, SC 29502-2010 
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Ryan E. Mann 
Norton Rose Fullbright US LLP 
2200 Ross Ave #3600  
Dallas, TX 75201 
 
Mary P. McCurdy 
COZEN OCONNOR 
388 Market Street, Suite 1000  
San Francisco, CA 94111 
 
Katie McNally 
Stout Risius Ross, LLC 
One South Wacker Dr., 38th Floor  
Chicago, IL 60606 
 
James Mulvaney 
4724 Mira Vista Dr.  
Castro Valley, CA 94546 
 
Ramona G. Mulvaney 
4724 MIRA VISTA DRIVE  
CASTRO VALLEY, CA 94546 
 
OFFICE INFORMATION SYSTEMS 
7730 PARDEE LANE #112  
OAKLAND, CA 94621 
 
HELEN OSMAN 
3006 POST RIVER ROAD  
CEDAR PARK, TX 78613 
 
SAGE SOFTWARE, INC. 
14855 COLLECTIONS CENTER DRIVE  
CHICAGO, IL 60693 
 
SCHWAB 
P.O. BOX 52013  
PHOENIX, AZ 85072 
 
Shalom Center, Inc. 
P.O. Box 1148  
Splendora, TX 77372 
 
Richard Simons, Esq 
6589 Bellhurst Lane  
Castro Valley, CA 94552 
 
 
 

PRINCIPAL CUSTODY SOLUTIONS 
ATTN: ADMINISTRATOR  
222 SOUTH 9TH STREET, STE 1400 
MINNEAPOLIS, MN 55402 
 
QUADIENT LEASING USA, INC. 
DEPT 3682  
P.O. BOX 123682 
DALLAS, TX 75312-3682 
 
RISK PLACEMENT SERVICES, INC. 
255 GREAT VALLEY PARKWAY STE 200  
MALVERN, PA 19355 
 
Ransome Company 
1933 Williams St.  
San Leandro, CA 94577 
 
Michael J. Reck 
Jeff Anderson & Aoccociates, P.A. 
12011 San Vicente Blvd, Suite 700  
Los Angeles, CA 90049 
 
Eileen R. Ridley 
Foley & Lardner LLP 
555 California Street, Suite 1700 
San Francisco, CA 94104-1520 
 
Russell W. Roten 
DUANE MORRIS LLP 
865 South Figueroa Street, Suite 3100  
Los Angeles, CA 90017 
 
Russell W. Roten 
Skarzynski Marick & Black LLP 
633 West Fifth Street, 26th Floor  
Los Angeles, CA 90017 
 
THE SHERWIN WILLIAMS CO. 
1476 CONTRA COSTA BLVD.  
PLEASANT HILL, CA 94523-2458 
 
TOURNAMENT WIRELESS HOLDINGS 
552 N. MISSION DRIVE  
SAN GABRIEL, CA 91775 
 
Davey L. Turner 
215 N. San Joaquin St  
Stockton, CA 95202 
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TERMINIX COMMERCIAL 
32980 ALVARADO NILES ROAD 825  
UNION CITY, CA 94587 
 
THE CATHOLIC CATHEDRAL 
CORPORATION OF THE EAST BAY 
c/o CBRE  
2121 HARRISON STREET, STE 130 
OAKLAND, CA 94612 
 
THE COMPUTER DEPARTMENT, INC. 
P.O. BOX 9231  
SPRINGFIELD, IL 62791-9231 
 
THE JAMES AND RAMONA MULVANEY 
CHARITABLE UNITRUST DATED: 
5/29/2008 
c/oJAMES P. MULVANEY AND 
RAMONAG. MULVAN  
4724 MIRA VISTA DRIVE 
CASTRO VALLEY, CA 94546 
 
THE ROMAN CATHOLIC WELFARE 
CORPORATION OF OAKLAND 
2121 HARRISON ST. STE. 100  
OAKLAND, CA 94612 
 
THE SHARPE GROUP 
855 RIDGE LAKE BLVD., STE 300  
MEMPHIS, TN 38120 
 
XEROX CORPORATION 
P.O. BOX 7405  
PASADENA, CA 91109-7405 
 
Carlos R de Quesada 
VeraCruz Advisory, LLC 
122 24th St. W., Suite 1A  
Bradenton, FL 34205 
 
eCATHOLIC 
P.O. BOX 207588  
DALLAS, TX 75320-7588 
 

Miranda H. Turner 
Crowell & Moring LLP 
1001 Pennsylvania Ave., N.W.  
Washington, DC 20004 
 
U.S. BANK 
CM-9690  
P.O. BOX 70870 
ST. PAUL, MN 55170-9690 
 
UNION BANK 
P.O. BOX 650349  
DALLAS, TX 75265-0349 
 
Susan Ulrich 
Waters, Kraus & Paul 
11601 Wilshire Blvd # 1900  
Los Angeles, CA 90025 
 
VERIZON WIRELESS 
22001 LOUDOUN COUNTY PKWY  
ASHBURN, VA 20147 
 
VITAL RECORDS CONTROL 
P.O. BOX 80493  
CITY OF INDUSTRY, CA 91716 
 
Douglas P. Wilson 
Douglas Wilson Companies 
1620 Fifth Avenue, Suite 400  
San Diego, CA 92101 
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April 28, 2025 

BRG Incident Update  

This letter is intended to provide information regarding a recent cybersecurity incident (the 
“Incident”) at Berkeley Research Group, LLC (“BRG”), which was discovered on March 2, 
2025 when BRG detected suspicious activity in its network.   

Upon detection, BRG immediately launched an investigation, through which it confirmed 
that specific BRG internal systems were impacted by ransomware.  BRG immediately 
deployed containment measures, engaged outside counsel at Octillo Law PLLC, who in 
turn engaged expert security and forensics specialists at Booz Allen Hamilton, and alerted 
the FBI.  The Incident is described further in the FAQs set forth at the end of this letter, 
along with the investigation findings summary sent alongside this letter, which includes an 
attestation from BRG’s third-party forensics firm affirming the Incident is contained and 
the threat actor has been expelled from our environment.   

After careful consideration, and with a primary focus on protecting the subjects of any 
implicated data, BRG reached a settlement with the threat actors to attempt to mitigate 
harm and prevent any distribution of the data.  While statements from threat actors may 
not be 100% reliable, the threat actor has represented that any data exfiltrated / stolen 
during the Incident has since been deleted. 

Since BRG’s discovery of the Incident, BRG has been conducting a thorough analysis to 
understand the scope of potentially exfiltrated data, which remains ongoing and will 
require significant time to complete.  That said, we want to be prompt about providing 
information that is important to you as we learn of it along the way, with the caveat that we 
may need to update or amend this information as our investigation progresses.  

To that end, our investigation has identified that data associated with In re The Roman 
Catholic Bishop of Oakland (the “Subject Case”) appears to have been exfiltrated by the 
threat actor in the course of the Incident.  As discussed above, the threat actor has 
represented the exfiltrated data associated with this case has since been deleted. 

With assistance from professional data experts, we are actively and thoroughly 
investigating whether this data included (a) any identifiable information, even if it is just a 
name, relating to individuals involved in the Subject Case or (b) any information subject to 
a protective order or confidentiality agreement.  We will provide more details as our data 
analysis and investigation proceeds, including the scope of any data exfiltrated and steps 
BRG will take to help satisfy any statutory or contractual notice requirements. 
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BRG understands that there are court orders related to the Subject Case that must be 
addressed.  BRG has engaged bankruptcy counsel to assist in this process and plans on 
notifying the presiding Court of this matter in the Subject Case promptly.  

We thank you in advance for your patience as we continue to address this matter, and we 
ask that you reach out to us at DataAnalysisInquiries@thinkbrg.com with any questions or 
requests.  

Thank you, 

Berkeley Research Group, LLC 
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BRG IT Security Incident FAQs 

Incident Background and Response Efforts 

Q: When did the incident occur, when was it contained, and when was BRG able to confirm 
that the threat actor no longer had access to BRG systems?  

A: On Sunday, March 2, 2025, BRG detected suspicious activity in its network 
and immediately launched an investigation, through which it confirmed that 
specific BRG internal systems were impacted by ransomware. Further 
investigation identified that the Incident began on February 28, 2025, when a 
Threat Actor socially engineered a BRG employee to obtain remote access to 
their laptop. The BRG employee was not a member of the team that works on 
the Subject Case. Specifically, the Threat Actor placed a phone call to this 
BRG employee posing as BRG IT support. BRG uses VoIP phone systems for 
external calls that ring similarly to internal MS Teams calls. Note, however, 
that there is no evidence that the Threat Actor was inside BRG’s Teams 
instance. The employee allowed those posing as BRG IT support to establish 
remote access to their laptop. 

BRG provides in-depth and frequent training to its employees regarding social 
engineering risks. Unfortunately, common human characteristics such as a 
tendency to trust those with seeming authority, susceptibility to claims of 
urgency, lack of skepticism about what seems familiar, and basic human error 
all mean that almost anyone can fall for a well-executed social engineering 
attack.  

Q: What did BRG do to contain the incident?  

Upon discovering the Incident, BRG immediately deployed containment 
measures, engaged outside counsel and expert security and forensics 
specialists at Booz Allen Hamilton, and alerted the FBI and insurance carriers. 
BRG’s immediate containment measures included taking systems offline 
proactively to mitigate the spread of any residual threat actor activity and 
enhancing endpoint threat detection by deploying SentinelOne.1 More 
specifically, BRG and Booz Allen took the following measures: 

• Disconnecting all inbound and outbound connections 
• Rotating credentials for every user, account, and system using out-of-

band resetting procedures 
• Reset Kerberos credentials and repeating reset according to incident 

response best practices  
• Auditing Active Directory for any recent modified or new accounts  
• Disabling accounts potentially used by the Threat Actors  

 
1 SentinelOne is a premier Endpoint Detection & Response solution that provides advanced threat detection 
and automated response capabilities. 
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• Auditing global policies  
• Auditing BRG’s MFA provider, MS Authenticator, to ensure no new 

accounts were created  
 

Q: What type of threat detection system did BRG have in place during the Incident?  

A: BRG has Microsoft Defender for Endpoint as its Endpoint Detection and 
Response (EDR) system. An EDR system is a cybersecurity technology designed 
to continuously monitor and respond to threats on endpoints, such as 
computers and servers. Microsoft Defender for Endpoint uses AI and machine 
learning to monitor endpoints for suspicious activities and potential threats 
continuously. It can detect malicious behavior and indicators of compromise 
(IOCs) and alert and respond to environmental threats. BRG also has a full-time, 
managed services Security Operations Center (SOC) that monitors BRG’s 
environment around the clock and responds to alerts such as those provided by 
Microsoft Defender for Endpoint. Since the Incident, BRG has supplemented its 
typical SOC with incident response team members. The threat actor was able to 
evade EDR detection by using tools that would be authorized in a standard 
technical environment and not trigger alerts, known as “living off the land.” 

Q: Did BRG deploy an End-Point Detection and Response (“EDR”) tool (e.g., Carbon Black, 
SentinelOne, CrowdStrike Falcon)?  

A: Yes, BRG deployed SentinelOne after the incident was discovered in addition 
to the existing implementation of Microsoft Defender for Endpoint.  

Q: Has BRG contacted law enforcement? 

 A: Yes. The FBI has been engaged. 

Investigation Findings 

Q: What was the attack vector?  

A: The attack vector was a new Chaos ransomware variant.  A list of indicators 
of compromise is set forth in the investigation findings report we are providing 
to you alongside this letter. 

Q: Was any data exfiltrated (or stolen)? 

A: We have confirmed that data was exfiltrated. We have also identified that 
information related to the Subject Case appears to be within that exfiltrated 
data, and we are conducting further data analysis to identify any individuals 
whose name or other information was contained therein. 

Q: Is there a risk that malware or other malicious files could have been transmitted to third parties? 
Please describe.  
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A: No, our investigation has not identified any evidence to suggest this occurred, 
and no BRG clients have indicated they were compromised because of this 
incident.  

Q: Did the threat actor demand a ransom and if so was it paid?  

A: After careful consideration, and with a primary focus on protecting the 
subjects of any implicated data, BRG reached a settlement with the threat 
actors to attempt to mitigate harm and prevent any distribution of the data. 

Q: Has the threat actor threatened to leak or disclose data?  

A: The threat actor advised us that they have deleted the data and will not leak 
or disclose it. 

Q: How do you know that the threat actor has deleted the data and will not further disclose it?  

A: We recognize that statements from threat actors cannot be considered 100% 
reliable, but they have provided BRG with a destruction log and stated that any 
data exfiltrated during the Incident has since been deleted and will not be 
disclosed further.  Additionally, threat actors of this nature are believed to 
follow through on these kinds of statements because (a) continuing to retain 
data is costly and it is not worthwhile for them to devote resources towards 
that; and (b) failing to follow through on these statements undercuts their 
business model and signals to future victims that there is no reason to 
negotiate with them.  Lastly, BRG has conducted and continues to conduct dark 
web monitoring and, to date, has not seen any indications to suggest data has 
been leaked or disclosed in connection with this incident. 

Data Analysis and Next Steps 

Q: Was any data associated with the Subject Case exfiltrated? 

A: Yes, based on our review of the impacted data and our mapping of where 
certain matter data is stored, we have determined that data associated with 
Subject Case appears to have been exfiltrated. 

Q: Was any PII or names of individuals involved in the Subject Case exfiltrated? 

A: We are conducting further data analysis to answer this question. In the 
event we identify any such impact to PII or names of individuals involved in the 
Subject Case, we will notify you accordingly. 

Q: Was any information covered by protective orders in the Subject Case exfiltrated? 

A: We are conducting further data analysis to answer this question. In the 
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event we identify any such impact to information covered by protective 
orders, we will notify you accordingly. 

Q: If you determine that PII or names of individuals involved in the Subject Case was 
exfiltrated, what steps will you take? 

A: After first notifying you of our findings, we will then be prepared to provide 
notification to individuals and/or regulatory authorities as required by state 
and federal notification laws, unless you advise us that you would like to 
provide those notifications. 

Q: If you determine that information covered by any protective orders in the Subject Case 
was exfiltrated, what steps will you take? 

A: After first notifying you of our findings, we will then be prepared to notify the 
Court. 

Q: Will BRG provide more information when its investigation is complete? 

 A: Yes, we will provide further information to you regarding impacted data 
associated with the Subject Case once our data analysis and investigation has 
concluded. 
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Overview 

This document serves as the investigation findings summary for Berkeley Research Group ("BRG") in 
relation to a cybersecurity incident detected by BRG on March 2, 2025 (the "Incident"). The document 
was prepared by Octillo Law PLLC ("Octillo") in furtherance of their legal counsel and is based on the 
findings observed by Booz Allen Hamilton ("Booz Allen"), the forensic specialist and incident response 
firm retained by Octillo to conduct an investigation into the Incident. 

Findings - Executive Summary 

On March 2, 2025, BRG engaged cybersecurity professionals, including Octillo as counsel and 
forensic specialists at Booz Allen Hamilton ("Booz Allen"), following the identification of unauthorized 
activity consistent with a ransomware attack, which was later identified to be associated with a new 
variant of Chaos ransomware. 1 Upon discovering the Incident, BRG immediately deployed 
containment measures, including taking systems offline proactively to mitigate the spread of any 
residual unauthorized activity and enhancing endpoint threat detection by deploying SentinelOne. 
Containment of the Incident was confirmed by Booz Allen and there have been no alerts of 
suspicious activity within BRG's environment since March 2, 2025. 

BRG identified that the Incident initially began on February 28, 2025, when an unauthorized actor 
("UA") placed a phone call to a BRG employee posing as BRG IT support and the employee allowed 
remote access to their laptop at the UA's request. While the phone call appeared to the employee to 
be an internal Microsoft Teams call, further investigation confirmed that this call by the UA originated 
outside of BRG's environment, as BRG uses VoIP phone systems for external calls that ring similarly to 
internal Microsoft Teams calls, and there is no evidence that the UA was inside BRG's Teams 
instance. Further investigation determined that, although BRG had Microsoft Defender for Endpoint 
and a 24/7 SOC in place prior to the Incident, the UA leveraged tools authorized in BRG's environment 
in a manner designed to evade detection. The investigation determined that there was no evidence 
of unauthorized access to BRG's Microsoft Office 365 environment (email, OneDrive, OneNote, Teams, 
SharePoint), nor to BRG DRIVE, BRG Symphony, Second Sight, Azure, AWS or Kiteworks. 

As described in more detail below, BRG's investigation determined that the UA escalated privileges 
before moving laterally inside BRG's environment and deploying ransomware that encrypted some 
BRG systems. Additionally, the investigation also identified indications of data exfiltration. In light of 
these findings, BRG is engaged in further data analysis to understand the full scope of regulated 
data impacted by the Incident. At present, BRG is not aware of any identify theft or fraud stemming 

1 This new Chaos ransomware variant is not the same as that used by the cybergang Ryuk in the early 2020s, for 

which decryption keys are publicly available. 
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from this Incident and, similarly, BRG's ongoing dark web monitoring has not identified any 
indications that information related to this Incident has been posted on the dark web. 

Findings - Unauthorized Activity 

February 28, 2025 

18:10 - 18:34 UTC 

• The UA places a phone call to a BRG employee ("Employee A") that rings through
Microsoft Teams ("Teams"), posing as a member of BRG IT Support and requesting
remote access to the employee's laptop.

• Employee A executes QuickAssist.exe and Anydesk.exe at the UA's direction, thereby
allowing remote access to their laptop.

• UA sets up a Qemu virtual machine ("Qemu VM")2 on Employee A's account, using tools
that would be authorized in a standard technical environment and not trigger alerts.

18:37 UTC 

• First observed logon using Anydesk.exe by the UA on Employee A's account from IP
address 185.33.87[.]67.

19:41 UTC 

• UA conducts Kerberoasting3 using Employee A's local account to obtain privileges for the
Local Administrator Account.

21:42 - 21:57 UTC 

• UA places a phone call to a separate BRG employee ("Employee B") that rings through
Teams, again posing as a member of BRG IT support and requesting remote access to
their laptop.

• UA sets up a Qemu VM on Employee B's account, Employee B downloads QuickAssist.exe
at UA's direction, and UA visits hxxp://lty.me/xOerlMy, a self-destructing link for sharing
information.

2 Qemu VM is a standard tool commonly used for penetration testing, but was leveraged by the UA for malicious 

purposes during the Incident. 
3 Kerberoasting is a technique targeting the Kerberos authentication protocol, enabling unauthorized actors to 

extract encrypted account credentials. 

Case: 23-40523    Doc# 1933    Filed: 04/29/25    Entered: 04/29/25 14:57:26    Page 19
of 24



4 

22:17 - 22:19 UTC 

• UA leverages the Local Administrator Account privileges obtained through the
Kerberoasting to move laterally from Employee B's account to a BRG domain controller.

• UA creates and executes remote management tools on the domain controller using a
Domain Administrator Account.

23:38 UTC - 3/1/2025 03:22 UTC 

• UA conducts network reconnaissance to 18 different hosts.

March 1, 2025 

06:00 - 07:13 UTC 

• UA executes remote management tools on the Qemu VM from Employee B's account.
• UA makes lateral movement to a separate BRG domain controller.

07:0l - 09:13 UTC 

• Using the Domain Administrator Account, the UA conducts lateral movement to additional
systems within BRG's network.

• UA harvests credentials and escalates privileges by accessing memory on one of the
impacted systems and conducts additional network reconnaissance.

• UA clears system logs and the Administrator Security Log on one of the impacted systems
using the Domain Administrator Account.

• UA executes PowerShell commands to search for "backup files"; "Defender for endpoint
status"; "server versions"; and "sensitive files". Files were created and then deleted by the
UA.

09:45 - 3/2/2025 06:52 UTC 

• UA conducts lateral movement to additional systems in BRG network.

March 2, 2025 

06:39 - 09:15 UTC 

• File and directory access and data compression and staging by the UA on multiple
systems.

07:08 - 11:00 UTC 

• UA leverages additional tools and runs commands aimed at further network
reconnaissance in advance of ransomware encryption.

• UA conducts additional log clearing of Windows Event Logs.
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12:05 UTC 

• UA obtains additional account credentials from a VeeamBackup Database on impacted
systems.

12:53 - 13:27 UTC 

• UA begins deployment of ransomware encryption with extension “.chaos” and the ransom
note readme.chaos.txt is placed on multiple systems.

13:31 – 21:25 UTC 

• UA performs lateral movement to one additional system and creates a new user account
before disconnecting from BRG network.

Indicators of Compromise 
Based on the investigation, BRG and Booz Allen identified the following indicators of compromise: 

Binary / IP Address Hash 

185.33.87[.]67  

88.119.167[.]239 

socks.exe 
MD5: 9d126f26bc3fe620319944a6f64c6906 
SHA-1:8ce752408fff84d2a621c4dac61067fb0a750a32 
SHA256: 073874a38fb63387ab9f9b592dab5e49c6407fb899c11f8b7859334a219aceed 

w.exe
MD5: 8697ff6c68e4d029b4980fed99f3ff96 
SHA-1: 8deadd1aca25ccf867f2b1b2781d1e665359e31e 
SHA-256: af68dfd0ad3d95ff0869b593289eff4c26f5a6a2793b441010c51da891b58269 

ScreenConnect.ClientService.e
xe  

SHA256: dc936234f0d802cb91ab9653f0ab4b401d4e64a9cad5080f767d748db479716c 

start.txt  SHA256: 89709925b4ec3aefe93de07585b06acb9721e69517525009e2a7534b2bb69f73 

SyncroLive.Service.exe  
MD5: b025ef996de7a7c4d772721bc5ed2eba 
SHA-1: 2749ee05cd22819dc70f9f988d37f7c252c477bc 
SHA-256:132677d3e6ec1e0f46844c6b7b0a5383ca98b9384e9d8002c7a42535b74ebe57 

SyncroLive.Agent.exe  
MD5: bde70df2c0087aec6c76697086fa0d78 
SHA-1: ca9ff91dad4c31bdca0800e680ad1b0d78789a57 
SHA-256: 0e54383b5b92f27dfbc80e9c811bd5973f8ddd93bb52c68565f455b189e8986c 

Update.vbs SHA256: c7e3603d04c0452da1199593322b5a8ca0f6d849ccdd77287d0511c71cef466f 
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Binary / IP Address Hash  

rclone.exe 
MD5: 316a534a8f17de17c38ee3f7c37eedf4 
SHA-1: 3511c07428fef55e2ff2f3b38442a91b6422e10b 
SHA-256: c189595c36996bdb7dce6ec28cf6906a00cbb5c5fe182e038bf476d74bed349e 

Update.qcow  
MD5: 0866e529ef49ac2248d4c2d97d317112 
SHA1: c3e2665ab8303b44ba4bd647be976129241098c1 
SHA256: 2b6ea41a9807dd7cf2164b5a896a638acde773a037e0f7531b311648bd9ef34f 

prevercheck.exe  
MD5: 2c18826adf72365827f780b2a1d5ea75 
SHA-1: a85b5eae6eba4af001d03996f48d97f7791e36eb 
SHA-256: ae06a5a23b6c61d250e8c28534ed0ffa8cc0c69b891c670ffaf54a43a9bf43be 

1.bat  

2.bat  

1 - copy.bat  

soc.exe SHA-1: 6ff66452e1ea940e1089ba961fad6cecc9c43731 

1.exe  

Netscan.exe  

 

 

Containment & Eradication 
In response to this incident, BRG immediately brought systems within their environment offline to 
mitigate the spread of any residual UA activity.  Additionally, BRG implemented enhanced endpoint 
threat detection by having SentinelOne deployed to all systems within the environment. Active 
monitoring for threats is ongoing.  More specifically, BRG and Booz Allen took the following measures: 

• Disconnecting all inbound and outbound network connections; 

• Rotating credentials for every user, account, and system using out-of-band resetting 
procedures; 

• Reset Kerberos credentials and repeating the reset according to incident response best 
practices; 

• Auditing Active Directory for any recent modified or new accounts;  

• Disabling accounts potentially used by the UA;  
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• Auditing global policies;

• Auditing BRG's MFA provider, MS Authenticator, to ensure no new accounts were created.

There has been no observed recurrence of unauthorized access to endpoints within the BRG 

environment following containment and eradication, and an attestation of containment from Booz 

Allen is attached to this report. 

Additional Improvements 

Following its initial containment and eradication efforts, BRG undertook further investigation to 

explore additional opportunities aimed at enhancing its already robust security measures and 

practices, including the following: 

• Implemented a tiered Microsoft Active Directory structure, thereby establishing segregation

of duties to minimize the risk of privilege escalation, credential theft, and lateral movement

within an IT environment. This model consists of three security tiers, each with specific

responsibilities and access controls:

o Tier 0 - Privileged Access: Direct control over identity, authentication, and security

infrastructure.

o Tier l - Enterprise Servers & Applications: Controls application and server resources
(e.g., Exchange, SQL, and line-of-business applications).

o Tier 2 - User Workstations & Productivity: Controls standard user devices and

environments.

• Removal of VMware and Storage appliances from the Microsoft Domain.

• Passwords for all user, service, and administrative accounts in the domain have been

changed twice, including Kerberos (krbgt).

• Establishment of "Honeypot" accounts - placed certain accounts in a group that alerts BRG

when they are used.

• Reviewed and hardened all Group Policies within the BRG Domain.

• Enhanced its pre-Incident EDR measures by increasing the monitoring and reporting of

Microsoft Defender for Endpoint and BRG's External SOC.

• Performed a policy review and upgraded all Palo Alto Firewalls to the latest firmware and

software levels.

• Enhanced authentication measures for calls received from BRG IT to reduce the risk of social

engineering.
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To: Whom it May Concern 

From: Booz Allen Hamilton  

Ref: Berkeley Research Group 

Date: March 13, 2025 

On March 2, 2025, Berkeley Research Group (BRG) experienced a cybersecurity incident involving a user 
that was socially engineered which led to the deployment of ransomware and encryption of data. Booz 
Allen Hamilton (Booz Allen) was engaged by BRG’s counsel to assist in responding to the incident. 

Booz Allen is a consulting firm which specializes in digital forensics and incident response, handling 
numerous ransomware, malware, and business email compromise (BEC) investigations per year. Booz 
Allen provides a full suite of incident response services including digital forensic investigations, incident 
containment, restoration and recovery services, threat hunting and Endpoint Detection and Response 
(EDR) monitoring.  

In support of the investigation the Booz Allen Threat Detection and Response (TDR) team worked with 
the Berkeley Research Group team to deploy an EDR tool (SentinelOne) to all systems including high-
value target servers and computer endpoints within the environment and have confirmed 100% 
saturation. Threat hunting has been performed daily, and continuously, through the date of this letter, 
specifically to identify suspect binaries and executions both current and historical based on the available 
evidence. Any indicators of compromise identified as result of the forensic investigation were re-
mediated and added to be banned within the SentinelOne EDR platform. At this time, Booz Allen has
not observed further activity by any unauthorized person or malicious and suspicious files in the BRG 
environment following the incident. In addition, and according to security best practices, The Booz Allen 
team with support from the BRG team undertook a series of decisive and comprehensive measures to 
enhance security and resilience: 

1. Deployment of SentinelOne: SentinelOne was deployed with 100% coverage and monitored
24/7. Its playbook was enhanced with indicators of compromise from this engagement as well
as previous ones, ensuring comprehensive protection.

2. Global Password Reset: A global reset was conducted for all user, administrator, and service
account passwords. The Kerberos ticketing account, used for Windows environment
authentication, had its password changed twice initially and once more after twelve hours to
eliminate any cached or clear-text credentials.

3. Compromised User Account: The affected user account had its password reset and was then
disabled. A new account was created to replace the compromised one.

4. Active Directory Audit: The Active Directory was thoroughly audited to identify any suspicious
accounts or unauthorized changes. No evidence of such activity was found.

5. Group Policy Audit: An audit of Group Policies was conducted to detect any unauthorized
changes or newly created policies, with none identified.

By: 

Name: Brendan Rooney  

Title: Senior Vice President 
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